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Forward-Looking Statements VISA

“This presentation contains forward-looking statements within the meaning of the
U.S. Private Securities Litigation Reform Act of 1995 that relate to, among other
things, our future operations, prospects, developments, strategies, business
growth. Forward-looking statements generally are identified by words such as
"believes," "estimates," "expects," "intends," "may," "projects," “could," "should,"
"will," "continue" and other similar expressions. All statements other than
statements of historical fact could be forward-looking statements, which speak
only as of the date they are made, are not guarantees of future performance and
are subject to certain risks, uncertainties and other factors, many of which are
beyond our control and are difficult to predict. We describe risks and uncertainties
that could cause actual results to differ materially from those expressed in, or
implied by, any of these forward-looking statements in our filings with the SEC.
Except as required by law, we do not intend to update or revise any forward-
looking statements as a result of new information, future events or otherwise.”



VISA

Before we begin, let’s take a poll!
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Introduction VISA

Visa PIN Security Program Objective:

Ensure cardholder PINs are secure
Engage with stakeholders to comply with security requirements

Changes to Existing Visa in Europe PIN Program Include:

Redefine PIN Participants That Must Validate Compliance

Elimination of PIN Security Self-Assessment Questionnaire Submission
Introduction of PIN Security Assessors (SA)

Validation Cycle Every 24 Months

Compliant Entities Listed On Global Registry of Service Providers

0. Further Drive PIN Security Through a Risk-Based, Prioritized
47 Approach That Focuses On Third Parties

Visa Public
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Presentation Notes
Visa PIN Security Program strives to ensure a cardholder’s PIN that is used to authentication a payment transaction is handled securely throughout the payment ecosystem.  
Like Visa’s other compliance programs, we are engaged with stakeholders to ensure organizations are handling PIN data according to industry requirements.  
Visa Inc. modified the PIN Security Program in 2013 to focus on organizations that pose the highest risk to PIN data in the ecosystem.  
With the integration of Visa in Europe into Visa Inc., these same PIN program changes are coming to our region.  
This webinar will go into detail on all the changes but in summary they include:
New categories of PIN participants that must validation compliance
Elimination of PIN SAQs
Introduction of Visa Approved PIN SAs
Validation is set on a 24 month cycle
Compliant entities will be listed on Visa’s Global Registry of Service Providers, similar to agents that must validate PCI DSS
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Visa PIN Program Evolution

VISA

Visa Public
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Presenter
Presentation Notes
Visa has been an industry leader in PIN security by first establishing a formal security compliance program in 1995
In 2011 Visa donated our internal PIN security requirements to the PCI SSC to ensure a consistent, baseline for protecting PIN data.  These requirements have become recognized as the global industry security requirements for the protection of cardholder PINs.
In 2013, Visa modified the compliance program to require validation from those organization that posed a higher risk to overall PIN security in the payment ecosystem.  All other Visa regions have been working under the new framework since 2013.  Europe is the last region to transition to the this new framework.
In January of this year, the first changes were communicated to Europe participants by eliminating the requirement to submit self attestation questionnaires.  
Most recently in April and May, Visa announced these changes through a Visa Business News article and we have contacted existing PIN participants directly informing them of the changes and how the changes impact their current obligations. 
Today we are holding the webinar and next week we will publish the updated program materials on the Visa PIN website and Visa Online.  
The program changes are fully effective on July 21st and that is when Validating participants must contract directly with an approved security assessor for onsite assessments and organization that are fully compliant will be added to the Visa Global Registry of Service Providers as meeting Visa PIN Security program requirements.  
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Visa PIN Security Program: Indemnification VISA

Visa Core Rules - PIN Security Program Requirements

All PIN acquiring entities in the payment system must comply with
Visa’s PIN Security Program

A Sponsoring Acquirer is responsible for its agent PIN Security
compliance

Sponsoring Acquirers may be subject to non-compliance
assessments

Visa Public
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Presentation Notes
As with all Visa compliance programs, the PIN program operates under the authority of the Visa Core Rules.  Refer to the PIN Program Guide for the specific rules associated with the PIN Program.

Basically the rules state that anyone involved in PIN processing for Visa cards must comply with Visa PIN Security Program.  Acquirers that sponsor agents to perform PIN related services must ensure their agents comply with stated requirements.    Acquirers that use agents or are themselves not compliant with the PIN Security Program may be subject to non-compliance assessments.


B
PIN Participants Redefined VISA

Validating PIN Participants

PIN Acquiring Third-party VisaNet Processors

Entities directly connected to VisaNet providing PIN Acquiring Third-Party processing
services

PIN Acquiring Member Service Provider VisaNet Processors

Entities directly connected to VisaNet providing PIN Acquiring processing services on
behalf of other Financial Institutions

PIN Acquiring Third-Party Servicers (TPS)

Type of Agent that performs PIN Acquirer processing not directly connected to
VisaNet

Encryption and Support Organizations (ESO)

Type of Agent that manages cryptographic keys on behalf of other agents, Banks,
merchants and processors

Visa Public
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Presentation Notes
So let’s talk about what’s changing in the PIN program. 
First of all, Visa has defined 2 types of PIN participants.  Validating PIN Participants and Non-Validating PIN Participants.  
Validating PIN Participants are those organizations that perform PIN processing services or encryption support services on behalf of Visa Clients.  The formal definitions for this category of PIN Participant includes    – read above***
The Visa PIN Security Program is concentrating compliance validating efforts on those organizations that introduce risk to the payment ecosystem.    So as the name implies, it is this group, Validating PIN Participants that has to demonstrate their compliance to Visa.


B
PIN Participants Redefined VISA

Non-Validating PIN Participants

Clients, merchants and other organizations that acquirer PIN
transactions and/or perform key management for their own
acquiring business.

Must fully comply with Visa PIN Security Program Requirements
Perform ongoing due diligence to ensure continued compliance

Retain results but do not submit results to Visa

Visa reserves the right to request evidence of PIN compliance or
request an onsite assessment be performed at any time.

Vv
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Presentation Notes
Non-validating PIN Participants is everyone else.
Non-validating PIN Participants are clients, merchants and other organizations that acquirer PIN transactions and/or perform key management for their own acquiring business.
Everyone is a PIN participant and must comply with Visa PIN requirements  but non-validating do not need to submit their compliance evidence to Visa on regular cycles.
Whether a PIN Participant is in the validating or non-validating category, Visa reserves the right to request evidence of PIN compliance or request an onsite security assessment at any time. 




Visa Public

Let’s take a poll to see how we’re doing so far

VISA
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Discontinue Submission of PIN SAQ

/Effective January 1, 2018, PIN \
program participants are no longer

\_

required to submit annual PIN
Security SAQs (Self-Assessment-
Questionnaire) to Visa

Visa recommends continued use of
SAQ or equivalent processes to
measure internal compliance

The SAQ template available:
http://www.visa.com/pinsecurity

/

Visa Public

VISA
 Attestation of Compliance (SAQ)

PCI PIN SECURITY REQUIREMENTS

Compliance Statement

I
{print or type name and lithe)

{check one)
[[J am an internal auditor for and | have no operational responsibility for matters
referenced in the PIN Security Requirements Self-Audit.

[[J am an independent auditor employed by and hired by to complete the
PIN Security Requirements Self-Audit and the Compliance Statement.

| do hereby attest that the above-referenced organization is

{check one)
[J In full compliance with the PIN Security Requirements Self-Audit.

[C] Not in full compliance as indicated by the attached Audit Exception Form(s)

Signature Date:

Officer Attestation:

(print or type name and title)

| do hereby attest that the above-referenced organization is
feheck one)
[J In full compliance with the PIN Security Requirements Self-Audit

[C] Not in full compliance as indicated by the attached Audit Exception Form(s).

Signature: Date:
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Another change to the program is that Visa will no longer accept self assessment questionnaires or SAQs as evidence of PIN compliance.  
Non-validating PIN participants are encouraged to use the SAQ or other methods to support their due diligence and verifying compliance of their environment.


http://www.visa.com/pinsecurity

D
PIN Security Assessors (PIN SA) VISA

* Possess the required knowledge, skill
and experience in PIN security

» Pass necessary background checks
and adhere to professional/business
ethics policy

* PIN Program Participants contract
directly with Visa-approved a PIN SA
for on-site PIN reviews

* Any professional fees/expenses are
settled between the program
participant and PIN SA

* Visa is removed from assessment
process

o, On-site PIN assessments must be performed by an approved Visa
" PIN SA

Select the Visa Approved Security Assessor List

Visa Public 12
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Another important element of the program is the introduction of Visa Approved PIN Security Assessors 
PIN Assessors are not Visa staff or contractors.
They are independent 3rd party security and audit professionals that has been vetted and approved by Visa as having the requisite knowledge, skill and experience to perform PIN Assessments.
Validating PIN participants must use a Visa PIN assessors for onsite reviews.  Assessments performed by anyone other than a Visa Approved PIN SA will not be accepted.
Validating PIN Participants will work directly with the PIN SA for scheduling of the reviews and payment of services.
Visa maintains a list of Approved Visa Security Assessors on visa.com   The link to the list is available from the Visa PIN Security website
Non-validating PIN participants do not need to use a Visa approved PIN SA for their reviews.  Non-validating PIN participants may use internal or external audit or security staff to perform the validation exercise, along as the auditor has knowledge on PIN security, the requirements and cryptography. �

http://www.visa.com/pinsecurity

PIN SA Responsibilities VISA

» Contract directly with PIN participant to perform
on-site assessment

e Schedule, plan and perform on-site assessment

* Release assessment reports to PIN participants
upon completion of on-site assessments

e Validate remediation activities to ensure issues
have been resolved

e Submit Visa Attestation of Compliance (VAOC)
when compliance is achieved

* An individual PIN SA or PIN SA Company must
not assess the same entity more than every 2
review cycles unless approved by Visa

0, PIN SA are the point of contact for interpretation or technical
' guidance on requirements

Visa Public
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PIN SA responsibilities have expanded to not only perform the assessment but also provide the final report to the customer, PIN SAs will work with the customer to validate that any open findings and remediation is completed and that the organization is fully compliant with program requirements before sending the Attestation of Compliance, referred to as the VAOC to Visa
PIN SAs play more active role by partnering with the Validating PIN Participant to resolve issues, answer technical questions
PIN SAs or participants should contact the PCI SSC to obtain clarification on requirements.   



List of Visa Approved PIN SAs

Select the Visa Approved Security Assessor List

Visa Approved Security Assessors (SA) List

Last Updated: 16 April 2018

VISA

Dafired program paricloants thal are reguired 19 validale compliance o one of mare of the falaiing Viss secumly programs, Adcess Conlrel Sevver (ACE), Apgroved Vendar Progravt  (AVFP) and FIN
Sagunty must use & Visa Approved Security Assessor (54) identified on this izt for their onsife validation review. Program panticipants are not reguired o use Approved S5As for any off-year  ar mid-year validafion
efforts, Furlhermoce, orgenzalions thal are nod defieed pregram participants and are mof required fo submit compliance validabon fo Visa, may vse Inbernal audd stalfl or olter gualfed assessors for securly

ravizws, Sponzored entities that are not designated program parficipants, showld contact their sponsoning finansia! instifulion for further guidance.

Contact the reglonal Visa Risk Sepresentative for addboral information on program compliance reguingments

FLEASE NOTE: \Visa no longer imanages securily assessors for 305 Security Assessments (Tormerly called ACS5). ACS Service Provider onsite assessments must be performed by a PCI 305 G5A.

Please visit the POl 850 Assessor website to identlfied an approved 305 QSA. hiips.werw prisecuntystandards orgfassessors_and _solutions/2ds_assessors.

"N
\ .

47 review & remediation by validation due date

Visa Public

Company Name Security Assessor Name and Location Market(s) Supported Approved to Perform the Following Services
Contact Infarmation Languages
PCI D25 Q34 | AVP-Logical® | AVP-Physical Pl
1% Secire IT, LLC Abalards Radrigies Flarida, LS4 Glabal English, X X
(254 515-2045 Spanish,
ARedriguesif istsecureit.com Partuguese
138 Secure IT, LLC Faul WMijia ke Cily, Glakal English, X X
(52 1) &5 85308384 Mexico Spanish,
rmejiaid i stescureit.com Fortuguese
Acdsicxa AG Harmburg, Glabal English X X
Garmany Garman

Schedule assessments early to ensure sufficient time to perform
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List of Visa Approved SAs for Visa’s PIN and AVP Security Programs is listed on visa.com
This is an example of the what the list looks like
A couple of things to point out:  All SAs on this list are approved to perform reviews for any Visa region, as indicated in the Market column.
The list identifies the assessor contact information, where the assessor is based and the languages they support.  
Validating PIN Participants need to select an assessor that has an x in the PIN column.
As a reminder, Validating PIN Participants should schedule your assessments with sufficient time to perform the review and address any remediation items in order to submit the Attestation of Complance to Visa by the validation due date.  

http://www.visa.com/pinsecurity

D
Validation Cycle

e Must perform onsite review every 24
months

« Visa will recognize compliant PIN
reviews performed in 2017

« All others, validation cycle begins
July 215t 2018 and validation deadline is
December 315t 2019

 Initial validating due date defined by
Visa

* Next validation cycle begins when Visa
Attestation of Compliance (VAOC) is
received by Visa

 VAOC must be submitted by the entity’s
validation deadline

« VAOC must be submitted to be listed on
Global Registry of Service Providers

Q. Acquirers may be subject to a non-compliance assessment for its or its agent’s
visa Pugl” failure to comply with security requirements or validation dates. 15
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Validating PIN Participants must perform an onsite assessment and provide Visa an attestation of compliance every 24 months.
Visa will notify Validating PIN Participants of their initial onsite assessment validation date.  It was defined in the letter you received.
For those organizations that performed an onsite assessment in 2017 and were fully compliant, your next onsite assessment is due in 2019.
All other validating PIN Participants will need to perform a new onsite assessment under the new program. 
Visa will contact each Validating PIN participant with the validating due date for the initial assessment.
All Validating PIN Participants must complete their initial assessment and resolve any complete any remediation by December 2019.
Your next 24 month clock begins  when you submit your attestation of compliance to Visa 
And as a reminder, Acquirers may be subject to a non-compliance assessment for failure of its agents to comply with the security requirements or validation dates.
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Let’s take a poll to see how we’re doing so far

VISA
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Onsite Review Performed & VISA
Remediation Completed in 2017*

Old Framework New Framework

Visa
performed Remediation Global Registry Next Visa AOC
onsite review completed Listing submission date

24 months from receipt
of previous VAOC

In 2017 In 2017

For Example:

July 21st 2018

February 10, November 20, T — November 2019

2017 2017 |
becomes Effective

* Applies to Validating PIN Participants
Visa Public
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Let’s go through a few examples on how the validation cycle will works.
Validating PIN Participants that performed and were complaint with the security and program requirements in 2017, including resolving any remediation.  These organizations will be recognized a compliant.  They will be listed on the Global Registry 
And there next validation Due date is 24 months following the receipt of the 2017 VAOC.
So for example,  The Validating PIN participant performed their review on feb 10th… they had some open items but they resolved them and the PIN SA verified the remediation was complete and they sent their VAOC to Visa on November 20th.  
Visa recognizes their compliance from 2017 and lists them on the Global Registry in July whent the program changes go into effect. 
The next validation for this Validating PIN Participant is due in November 2019.  24 months after their last compliance date. 


Onsite Review NOT Performed in 2017* VISA

Old Framework New Framework

Visa Performed Onsite Initial Validation Due

Review Date Next Validation Due Date

24 months from receipt
of initial VAOC

Prior to 2017 or Never Defined by Visa

For Example:

February 10th 2015

March 30, 2019 March 30, 2021

* Applies to Validating PIN Participants

Visa Public 18
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Validating PIN Participants that did not perform a review in 2017 or have never performed an onsite review, Visa will contact you directly to inform you of your initial validation due date
Your next validation due date will be 24 months following Visa receiving your initial VAOC. 
So for example, let’s say a Validating PIN Participant has not performed an onsite assessment since February 2015.  
Visa sent you a letter and communicated your initial validation due date is March 30, 2019.
Visa receives your VAOC in early March so your next validation due date will be March 2021.


Entities that were not reviewed in 2017 have a Visa AOC submission deadline of December 31st 2019. This includes entities that were never reviewed before. 
Entities that were reviewed before 2013 but completed remediation in 2013 also have 1 January 2016 VAOC submission date. 
Open issues from onsite reviews performed before 2013 will not be tracked from 1 January 2014. 


Global Registry of Service Providers VISA
VISA

Home Leam More

FEERUARY 26 2013

Find a Service Provider

Company Name Validation Type Service Provider Type Region of Operation
Enter Company Narme PCI-PIN : = Please Click to Select - ¥ = Please Chick to Select - '
Expand search options © Clear All

232 Recards Fourd

L Within 1 - 60 days upon €xpiny of the vaidalon documents

O Within 61 - 90 days upon expiry of the validation documents

ELU;:I}GUHHHIEE! AGENT PCI 0SS PCI OS5 Senvices Nav 30, 2018 Foregenix Limited CEMEA Expand
m
@ PCI-PIN SED Comphance Control CEMER
Lid
PAKISTAN VISA TRA PROGRAM (150 WVISA TPA PROGRAM (IS0-4TM) MOT APPLICABLE CEMERA

VisaPublic www.visa.com/onthelist
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Now we have communicated that compliant Validating PIN participants are listed on Visa’s Global Registry of Service Providers.  
This aspect of the program is probably one of the most significant changes that provides value to the payment ecosystem.  
The Global Registry is a public Visa website that is a platform to promote your secure PIN services to clients worldwide
This slide shows an example of a listing on the website. 
The orange identifies the validation type is PCI-PIN
The blue identifies the Validation through Date.  So this organization is compliant until December 2019 at which time they need to have their new VAOC into Visa by that date.
It is important for Validating PIN Participants to keep this information up-to-date since it is an indicator to the world about your PIN compliance status.   
It is also a useful reference to identify when you have to validate again.  
The yellow identifies the PIN security assessor company that performed the review.  



B
Summary VISA

Changes to Existing Visa in Europe PIN Program Include:

Redefine PIN Participants That Must Validate Compliance

Elimination of PIN Security Self-Assessment Questionnaire Submission
Introduction of PIN Security Assessors (SA)

Validation Cycle Every 24 Months

Compliant Entities Listed On Global Registry of Service Providers

Visa Public
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Redefine PIN Participants That Must Validate Compliance – we now have two types of entities validating and non-validating….  Everyone must comply with the requirements but who must demonstrate compliance to Visa is different.
Elimination of PIN Security Self-Assessment Questionnaire Submission- No more SAQs submitted to Visa…  validating PIN participants must validate through onsite assessments 
Introduction of PIN Security Assessors (SA) – Only Visa approved PIN security assessors are authorized to perform onsite reviews for validating PIN participants
Validation Cycle Every 24 Months - Onsite reviews are required every 24 months
Compliant Entities Listed On Global Registry of Service Providers – and compliant organizations are listed on the global registry, much like agents and service providers that are compliant with PCI DSS.



Visa Pin Program Contacts

Visa in Europe
AP & CEMEA
LAC

North America
Global

Visa Public

VISA
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Visa has resources for each region to manage the PIN Security Program.  If you have questions about any of the information presented today, do not hesitate to contact your Europe resource.  

mailto:visaeuropepin@visa.com
mailto:pinsec@visa.com
mailto:pinlac@visa.com
mailto:pinna@visa.com
mailto:pin@visa.com

Visa PIN Security Resources VISA

www.visa.com/pinsecurity

* Visa PIN Security Program PIN security

G UIde i i 5 Eimpiding ik seourty complirca
I}

valiclation across Nl regione.

* Visa in Europe Program
Changes

*  PIN Security Alerts &
Bulletins

Learm about PIN security

«  Listing of Pre-PCI Approved

PEDs
+  Visa What to do if
Compromised
PN SPEUII?‘.' News
Visa Public | I
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We maintain a public website on visa.com specifically for the PIN Security Program.  www.visa.com/pinsecurity
Here you can find all the latest information about the PIN program including the program guide, 
On this website there will be information specific to Visa, including this presentation if you want to review this material at a later date
Also on the website is PIN security alerts and bulletins and other relevant information.  


http://www.visa.com/pinsecurity

Visa Public

Let’s take a final poll!

VISA
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VISA

Questions or
Comments?

Note: This presentation will be posted on www.visa.com/pinsecurity

Visa Public
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