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Credit Card Security    	

hotel should consider implementing the following 
security practices:

· Install and properly maintain a firewall at all times.  
Disabling a firewall can put a business at heightened risk 
of Internet attacks and potential system compromise. 

· Enable firewall logging and maintain firewall logs for 
one year.  These audit trails assist with reconstructing 
system events, help identify suspicious network activity, 
and are instrumental in facilitating forensic investiga-
tions. 

· Monitor firewalls and logs for suspicious traffic 
and activities, particularly outbound traffic to unknown 
Internet addresses.  A 2008 Verizon Business study of 
forensic investigations found that of 82 percent of data 
breaches, evidence, such as audit logs, were available to 
the organization prior to actual compromise. 

· Implement strong access controls.  Access controls 
will help restrict inbound and outbound network access 
to only traffic necessary for the cardholder data environ-
ment.

· Routinely examine and secure all systems and 
networks for unknown and unauthorized software and 
newly added hardware devices. 

· Ensure that anti-virus, anti-malware and anti-spy-
ware software programs are up to date.  Investigations 
confirm that outdated security software is often found 
at compromised entities. This fact underscores how 
critical it is to install security software and new updates 
immediately.

· Use outside resources to help identify new secu-

As criminals 
continue to target 
the hospitality 
industry, efforts to 
stop them must 
keep pace. 

rity vulnerabilities. Visa provides a frequently updated 
data security alert listing malware and IP addresses 
identified in forensic investigations, publicly available at 
www.visa.com/cisp. 

As criminals continue to target the hospitality industry, 
efforts to stop them must keep pace.  By implementing 
and maintaining these key security practices, along with 
all of the PCI DSS requirements, restaurants and hotels 

can protect their brands and 
their customers and reduce the 
risk of experiencing a security 
breach and data compromise.  
Visa conducts periodic we-
binars to highlight key data 
security trends in addition to 
more detailed security training 
seminars.  Businesses should 

partner with their merchant-acquiring financial institu-
tions to identify upcoming webinars and training events.  
Additionally, an array of data security and compliance 
information, including security alerts and bulletins high-
lighting compromise trends as well as information about 
training are available at www.visa.com/cisp.
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